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GENERAL DEf CRIU'TIUN

BIOMODUI EQ s designed e-
gration 2 flingerprint recogpiti ction-
ality in"cny aopiication.

P2AIN FEATURES b

= 500 dpi FingerCh.n!" based imaging

system. L
%d verification proc-

ererence templates stored inside
encrypted FlashEPROM.

= Fingerprint Database Management
for 500 up to 5000 users.

= False Rejection Rate (FRR): 1.5%
max.

= False Acceptation Rate (FAR):
0,001% max.

= Security functions.
= 5V and 3,3V supply version.

= Easy embedded software upgrade
and maintenance.

= Popular Asynchronous or SPI ™
Synchronous serial communication
interface.

= Full secured communication with
host.
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BIOMETRIC:

\

APPLICATION DOMAINS

Access control.

Miscellaneous identity
verification or
authentication.

Any Biometrics secured
applications.

INDUSTRIES
INTEGRATORS
INVENTORS

MANUFACTURERS

This document is not contractual. Orcanthus keeps the rights to modify the characteristics without prior notice. Ce document n'est pas contractuel. Orcanthus se réserve le droit de le modifier sans préavis.

2
o
=
(=)
=)
c
-
m
)
1
=
<
()
m
)
U
2
P
r
=
m
=
U
)
o
O
c
(1)
-]

bioModule® data sheet V29.12.02 - UK



2

Enrolment

more fingers, raust be registeradtard
stored i=vide.BioModule® .~Thig Opera-
tion,. called,. “Enrolment™ “ig® Worie by
swezpng the chosen fingeiw oadlhe ther-
na»sensor at least (ovn tiiies. Custom
sucre. data can,be cssiciated with a
sser. Enrolment wrocess must be per-
formed by an‘ag niniswrator identified by
his own fingerprisl or by a special au-
thorization key.

Thigt opgration is done only once for new
oar.
A»{hentication

When authentication is needed, the user
sweeps a finger on the sensor. Then, the
BioModule® compares the fingerprint with
its internal encrypted fingerprint database.
If this fingerprint matches an enrolled finger-
print, then access is granted and the secret
data of this user is returned by the BioMod-
ule® to his host.

FEATURES

Security

= Encrypted storage for parameters,
fingerprint and secret data.

= Encrypted communication be-
tween BioModule® and host.

Fingerprint Database
= Up to 500 users per BioModule®.
=> Up to 4 fingerprints per user.

= 256 bytes of custom data per
user.

= Database management operation.

= Complete encryption of all informa-
tion.

Human Interface

= Connector for optional bicolour
LED (Red/Green) for biometrics
operations.

First, all user's 1igaiprints, far fnenoi

BSIOMETRICS

BASIC OPERATION v | :‘\nzmunication Interface

£» Standard Asynchronous serial port
(TTL level) at 115200 bauds.

= Standard slave SPI ™ Synchronous
Serial port with clock up to 4 MHz.

= Standard male HE10 16 pins con-
nector for easy parallel stacking
with host board.

= Possible ribbon cable connection
(max 20 cm).

Communication Protocol with Host

= Proprietary IDSNET ™ protocol.

= Half duplex Master-Slave Multi-
Drop protocol.

= Encrypted communication with
host.

= Small code and data footprint for
low resource microprocessotr.

Maintenance

= Easy embedded software upgrade
by host using FlashEPROM stor-
age.

= Embedded software encryption in
FlashEPROM.

BIOMETRICS
=> 500 dpi FingerChip t™ based imag-
ing system.

= Finger motion speed : 40 cm/s
max.

2 False Rejection Rate (FRR): 1.5%
max.

= False Acceptation Rate (FAR):
0,001% max.

= Matching time : 50 ms max. per
verification.

= Enrolment time : 2s max. after the
fourth sweep.

This document is not contractual. Orcanthus keeps the rights to modify the characteristics without prior notice. Ce document n'est pas contractuel. Orcanthus se réserve le droit de le modifier sans préavis.
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GENERAL SPECIFICi/ TIQNE

Stresses beyond thc¢se listed under “absalfic
maximum ratings”-ma; cc use permanent. dax-

and functional ~peration of the deviceyat! hele
or any othur cancitions beyond thoseyindicaed
under “rzcommended operating ¢ adivdons” is
nod. ieoliad. Ixposure to abeoll te- rtaximum-
rateacorditions for extendad parioas may affect
Lev e rliability.

5Vvypiwer supply.

Absolute Maxi nuin RGtings

Sigris» Chailcteristics  Min.  Max. Unit
e Power supply 05 7V
\% Input voltage range -0,5 7V
\O'I Operating Temperature 0 +50 °C
ST Storage Temperature -10 +70 °C
Recommended Operating Conditions
Signal Characteristics  Min.  Nom. Max.  Unit
VCC Power supply 45 5 55 V
Vih High level Input volt- 2,0 VCC+0,7 V
age
Vil Low level Input volt-  -0,3 0,8 Vv
age

3,3V power supply
Absolute Maximum Ratings

Signal  Characteristics Min.  Max. Unit
VCcC Power supply -0,3 45 'V
Vi Input voltage range -0,3 45 V
oT Operating Temperature 0 +50 °C
ST Storage Temperature -10 +70 °C

Recommended Operating Conditions

Signal Characteristics  Min.  Nom. Max.  Unit
VCC Power supply 30 33 3,6 V
Vih High level Input volt- 2,0 VCC+0,7 V
age
Vil Low level Input volt-  -0,3 0,8 Vv
age

R

age to the dovice Thase are stress «atin s/ maly,<

BSIOMETRICS

| —_
S \/ pgwer supply

| " Mode Typical Con-  Typical Operat-
sumption ing Delay
Execution 40mA Immediate
Stand-by 10mA 3s
Disabled <1mA 10s
Sensor Heating* +80mA Not Applicable

* Must be summed with typical execution consumption.
3,3V power supply

Mode Typical Con-  Typical Operat-
sumption ing Delay
Execution 40mA Immediate
Stand-by 10mA 3s
Disabled <1mA 10s
Sensor Heating* +80mA Not Applicable

* Must be summed with typical
execution consumption.

Reliability

Electronics : 50,000 hours min / 5 years
at 25°C.

Sensor : >1 million finger sweeps.
Regulatory Approvals

EN55022 class B
only).

EN61000-4 level IV (ESD air discharge
15kV / contact 8kV on sensor).

Mechanical specifications

(conducted noise
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Width 15,0mm
Length 85,6mm
Height 54,1mm

Development TOOLS

Development kit for BioModule®
containing a host board and a
communication software helps
designers to evaluate and develop
custom applications. Please refer to
separate datasheet for additional
information.

This document is not contractual. Orcanthus keeps the rights to modify the characteristics without prior notice. Ce document n'est pas contractuel. Orcanthus se réserve le droit de le modifier sans préavis.
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BIOMEIRICS

Notes :
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Orcanthus
17, rue de Boulogne
F - 67100 Strasbourg
France
Tel : +333 88402501
Fax:+333 88793870

Email : contact@orcanthus.com
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