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I Installation & First Running

1 Installation

Start installation program CInstall.exe in CD) to enter installation wizard

=101

ii.“!,‘- Bionetal.2

~

)

Notes:
The computer will restart automatically after the installation,
so please close the other program first.

N

< Back |

Cancel |

Start

RI=EY

Pleaze take a moment to read the licehse agreement now. If you accept the terme below, click "l
Agree”, then "MNext". Othensise click “Cancel”.

[Ender user license agreement

1. 1" an Qingsong Technology Co., Ltd. grants you to make a copy of Bioneta softwrare.
Hovwresver, yon should make the following pledge to onr company:

Inorder to copey or manage the files, you should only make the copy under the only-
read format. You can also install this software to rulti-users or net system. Howeswer, you
can only use one Bioneta finger print scarmer bought from Xi° an Qingsong Technology
Co., Itd. or the authorized agents to use this software

You shall not, and shall not atternpt to, modify, reverse engineer, disassemble or
decorupile this Software, and do not offer other persons or organizations for these

[

| Do Not Agiee aree

| Hest » I

Cancel | < Back

Agreement

BioNeta

=101 %]

Bianetal.2 iz being installed.

Please wait..

< Back Hext >

Installing

{i# Bionetal 2

BioNeta

Install wizard will lead vou to finish install Bionetal. 2.

—>

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penaltiez, and will be prozecuted ta the maximum extent possible under the law.

Cancel | < Back

Welcome
10 x|

The installer will install Bionetal. 2 ta the following folder.

Toinstal in this folder, click "Mest”. To install to a different falder, enter it below or click "Browse"

Folder:
|c:\ng:—am Filez'Q5-Tech\Bionetal. 2%

. Browse..

Dk Cast...

Install Bionetal. 2 tor vourself, or for anvone who uses this computer:

' Everyone

" Just me

Cancel | < Back | i

Select installation path

BioNeta

g s 3|

Bionetal 2 has been successfully installed.

Click "Close" to exit.

—>

Flease restart your computer.

< Back

Canze] |

Finish



2 First running
Bioneta will run automatically after the installation. Firstly, it enter “Welcome”

window, and show you three choice: “Learn how to use”, “ register” and “import

7
backup data”.
(1) Practice
rWelcome t0 use Bioneta
. Training Wizard | l
| do not use Bioneta before and lwant to! .
@ learn how to use FpScanner first. 1 Wiatch anirnation Click here
 Iwant to register now _> 2 Selected finger
3.Enrall finger
" |wantto import my backup data
4 Merify Show animaticn of FpScanner
[ Mext l [ Cancel l Lcancel | [[Frovon | [ Not ]

Click the marked place on the figure in the
top right and observe the operational demonstration for fingerprint (mainly describe the

operational method),follow the wizard to practice.

(2) Fingerprint Sensor Operation

< Fingerprint cannot be read until the finger slides across sensor;

will be collected

<~ Select clear and easily-controlled fingerprint: usually thumb or index finger;

< The finger shall press flatly on sensor as much as possible to enable the full contact but
not press tightly;

< The finger shall be sliding from top to bottom in order that the main lines of finger can
pass across sensor from top to bottom. At the same time, press the finger without
shaking backwards and forwards; please refer to the following figures:



-~ I;'ln Side view

Front view ﬂ.

| i Flnger sliding from top |=
I"' | '.T}1 %@ | to  bottom | l-ﬁ'
| | v 1

T'ﬁd:J\r.tl

< The finger shall be sliding at a consistent speed with proper force;

< The finger shall not be too wet or too dry: the humidity of finger will have a little effect
on the fingerprint recognition.

(3) User register
Bioneta will run automatically after the installation. Firstly, it enter “Welcome”

window , Select “l want to register now” enter register wizard.

—Wielcome to use Bioneta

. Register Wizard
| do not use Bioneta before and | want to T |

Lser Mame:|Bush
learn how to use FpScanner first. L

1. Input Infarmation

% | want to register now 2. Enrall finger

} 3. BackUp

4 Complete

Nicknarme: |

Unnecessary

 |wantto import my backup data

[ Cancel H Previous H et l

/ -

Input user name and nicknanme

[ et l I Cancel l

Select “l want to register now”

"Register ﬁE_EH

11 72

RegisterWizard -
‘./

1 77

| Register YWizard

1. Input Infarrmation I Input Infarmation Slide right farefinger

2. Enrall finger
3. BackUp

4, Complete

J&

[ | Registed finger

| cancel H Previous H End

LPIease select the finger that you want Enrall it

2. Enroll finger
3. BacklJp

4, Complete

Select finger

'4

m Slide Finger

Flease slide the same finger at least three times
as clear as possible

| Cancel H Previous H End

Slide finger



The user data file contains your fingerprint data

Register Wizard and encryptidecrypt key. Ifyour user data file has Register Wizard Register Successed
been lost or damaged, all the files which you have

encrypt before can NOT he decrypt! So please
1. Input Information hackup in time. 1. Input Infarmation

2. Enroll finger BackUp *

3. BacklUp

~ . selecting [Setting]-=[User data file]-=[Expor]
4. Complete

4. Complete

After logon, you can also exportuser data by ]
|

Cancel H Previous H Mext |

Backup user data Finish
(4) Import backup user data
Bioneta will run automatically after the installation. Firstly, it enter “Welcome”

window.
Wﬂﬂ

—Welcome to use Bioneta

| do not use Bioneta before and |want to
learn how to use FpScanner first.

= want to register now

& {want to import my backup data; :

[ Mt ] [ Cancel I

Select “l want import to my backup data”. Click “Next” and enter wizard, see also
Import user data
(5) Initial setting for new user

A new user login Bioneta for first time, it will enter initial setting wizard.

Y'ou have installed Bionetal.2 and enrall IV Logon Windows with fingerprint.

our fingerprint, successfully. Please
Y gerp Y Uzer Name: Ixzhx

fallows the wizard ta finish the initial
# Password:

zetting. | || |

| Confirm I |

[ &uta run Bionetal 2

[ Prewvious ] [ MNext ]

Simple instruction / Set logon Windows with fingerprint



Data zafe iz a new feature in Bionetal 2. The files
which you save in it would be encrypted automatically, “'ou need reboot pour computer to complete inztallation

and deal with it juzst ike a windows folder. or zetting. Pleaze click [finish].

Pleaze input data zafe size. [Default GIMEB) J ’

Size range(B4ME-1024ME) k1 4| ME
[ Prewiouz l [ Mext l Previouz | | Finish |
|
Set data safe size Finish

3 Main interface

e €
il i

User’ s status Title bar

(Logoff & Exit) \nt_ ush\
User name and

\ r

Login wizard ; ;{’ f ‘%\ nickname
e Add login items ~\

Data safe / \ Lock desktop

File encrypt

setting

Help

@9 4G

_ / \ y—

fingerprint

Scanner status

I File Encrypt/ Decrypt
1 File Encrypt
There are three ways to enter “File Encrypt” wizard.
First:
(1) Click “File Encrypt” in toolbar and enter “File Encrypt” panel.

(2) Click “File Encrypt” button in the panel.



Second:

o+

Bush

< 5

File Encrypt

! 2
4

o

File Decrypt

Encryptor manager

Recent filesfdirectories

995 ¥ |

Click here

—

(¢

@l S

Bush

o ¢ 61 o]

File Encryp
File Decrypt
Encryptor manager

Recent files/directories

S GV |

©

(1) Right click Bioneta icon in Windows task bar.

(2) Select “Encrypt File/Folder” item in the menu.

Right click here

Third:

" g_ég M 145

Shrua Wdindn

Encrypk File/Folder

ol Decrypt File/Folder
Lock, PC

I
'v

Log off

About Bioneta, ..
Exik

T =TT

Bioneta

— O 104s

(1) Right click icon of file or folder which will be encrypted.

(2) Select “Bioneta Encrypt File” or “Bioneta Encrypt File And Assign Decrypter”

item in the menu.

Copy To Folder...
Move To Folder. .,
Send To

Cut
Copy

Create Shortout

Delete
Rename

Properties

After entered “File Encrypt” wizard, please

follow the wizard to finish the encryption process.

6

1 Select file/folder to be encrypted

1 Select file/folder

2 Assign decrypter
3 Match FP
4 FP Encryption

5 Finish

File encrypt wizard



2 File Decrypt
There are four ways to enter “File Decrypt” wizard.
First:
(1) Click “File Encrypt” in toolbar and enter “File Encrypt” panel.

(2) Click “File Decrypt” button in the panel.

£ 2 %— Click here P W @j %
o ¢ 0 vV 2%
[ File Encrypt ] [ File Encrypt ] Click here
[ File Decrypt ] [ File Dec:
[ Encryptor manager ] ﬁ [ Encryptor manager ]
Recent files/directories Recent filesfdirectories
=~ - ! ~ - !
98D & ¥ | ® DGV |

Second:
(1) Right click Bioneta icon in Windows task bar.

(2) Select “Decrypt File/Folder” item in the menu.

Shiow Window

Encrypt FilefFalder

5 Decrypt File/Folder

Right click here
= LockPC
' Log off
About Bioneta. ..

Exit
v é#ﬂ L —J-EXI|~_-;|- — W os

Bioneta

Third:
(1) Right click icon of file or folder will be decrypted.

(2) Select “Bioneta File Decrypt” item in the menu.



Open
== Open with Mokepad

Open With. ..

Copy To Folder...
Move To Folder, ..
Send To 4

Create Shorkout
Delete
Rename

Properties

Fourth:
(1) Click “File Encrypt” in toolbar and enter “File Encrypt” panel.

(2) Double click the item in the “Recent files/directories” list.

Q{Wﬁ—@— Click here QQWQ@

Encryptor manager ﬁ Encryptor manager

Recent files/directories ERecent files/directories
1. mydoe. txt w

U EA A XA R

After entered “File Decrypt” wizard ,please follow the wizard to finish the decryption

process.

1 Select fileffolder to be decrypted

[#] Recent encrypted files list

1 Select filsifalder

2 Match FP
3 FP Decryption
4 Finizh
(e )

“File Decrypt” wizard
8



3 Encryptor management

Bioneta 1.2 provide a new function. You can encrypt a file and assign some
people to decrypt it. Those people called “decrypters”. If you want to do so your need a

data file ,called Encryptor, which provide by decrypters.

BIONE A

Bush Bush
PRy ] [k DYaSE

E File Encrypt i [

t'i >
L 2
£l

File Encrypt |

A Click here

[ File Decrypt ] [ File Decrypt /]/
7

Encryptor manager Encryptor manaér

Recent files/directories

Recent files/directories
1. mydoe. txt 1. mydoc. txt

99 ¥ D | 0D G WD |

Enter “File Encrypt” panel Click “Encryptor manager”

r Export

“r'ou can export your encryptor and deliver it to

athers. ‘ )
I e

r~ Impaort

ol cah impart encrppter from someone else, a

azign him/her as decryptar. :

Encryptor lizt:
1.1011

Close

Import or export encryptor



III Logon website or application with fingerprint
1 Basic logon

(1) Set website or application logon

A'Togin websife SEX =
File Edit Yiew Favorites Tools Help ?
@Eack - J @ @ \J_h pSearch *Favurites @ i Title IOA
Address @http:mgz.o.o.159;indexz.htm [~ Slide finger LURL [tp:s192.0.02/ |72
Tzer l:l m Usernarne I— [ NoUsemame
Password I:I Password I— I Wiew Password
[ Advance... l [ Help... l [ QK l [ Cancel l
@ Done ' Inkernst _ i a
Open the website/application Catch URL and title automatically
G & ..Elush }
Title :Oﬁ | . @ ‘{,p? g @
URL hittp://192.0.0.2/ f —
=0
Usermame |Bush— ™ Mo Ussmame C|ICk[OK] = Add login itemns
Password |**** ™ View Password ﬁ
[ Advance... l [ Help... l [ ak l [ Cancel l @ & d \W @
Input user name, password Finish

(2) Logon website and application

After setting a website/application for logon, you can use fingerprint to logon it.

2 Login website =g x
File Edit View Favorites Toals Help a. wm ww
@Back < J @ @ \/_h psaarch ‘-‘i\\?Favorites @ i D'ﬁ'
Address @http:f,l’lQZ.D.D.159,|’index2.htm M Sllde finge

User ] W Step 1 Left click the usemame input window

S

Step 2 : Left click the passward input window
Close
@ Done  Internst
Open website of application Logon wizard

10



€| Dane

' Inkernet

i Help 'l';'
= = »
Step 2 Lell e e psoword g verndon : ) - search . Favorites @
Close ‘Ihtm I:]
Tser Bush
Pazsword

Click user name box.; user name will be input

automatically.

A [ogin'website

File  Edit

e Back =

address | &] hetp://192.0,0,159index2. htm

View  Favorites  Tools  Help -'"

J Iﬂ @ _;j /:__\J Search \f‘\'rFavorites @

@ Done

Tser Bush

Hkkk

Password

0 Internet

Click password box. PW will be input

automatically

Click submit button to logon website or application.

2 Auto logon website

(1) Set auto logon website

; Logon website - Microsoft Internet Explorer

Flle Edt View Favorbes  Tools  Help >
Qo - ) - %] ] 0 PO swer Flprmons €) -
address | &] http:}{192.0.0.159index3. htm k] Links *
User
Password
User
Password
&) Don & Internst

Open website

Title! [Logon website |

Web VELD  |hitp: 41192.0.0.15/indexd htm |
Y —
R —

[ Password: l:ll:“_'ﬁew
O senit: (DS

[ Help | [ o | | Cancel ]

Auto logon setting dialog box

Slide finger
And pass i

Click
dvance]

Title ILng_nn wehzite
URL |http: #192.0.0.153/index3 hitm |
Usemame | [ NoUsemame
Pagsword I [T Wiew Password

[ Advance... 1 | Help... ‘ [ (0] I | Cancel |

Catch URL and title automatically

A Logon website - Microsoft [nternet Explorer

Fle Edt Yew Favortes Tocs Help r
= P e »
Qe - © |ﬂ @ G s gy pavartes €4 (-
Address | &] hetp:/152.0.0.153findex3 hirn
u Title: __Lngnl\ website
Set
. s
@ User Hane!
- > oo
[T Donsin. ‘ i [
.
Password O sabeiet [ Ghme ][]
[ | [ o | [ canea |
&] Done B Intermet ”

Click the small button on the right of any item to

popup a menu. The menu list all elements of the

same kind. Select a item you need in the menu. The

selected element will be marked by a red rectangle.

11



Ble [k Vew Fgvorkes Toods

AT opan woheile - Micracaft Internet [xplorer
e

Testing logzing in If success please click[OK]!

T

Q- O - WE® ) Soarch 57 Pavorkes ) _
dugeress | ] Ptp:192.0.0. 159 ndexc). e —
User Logen website
Fasswoard i Lt i A 520.0.1 53 rded his
e, Cllck[OKi
Uger 1= LEN I e
Pagswor d r Sebait
Submd || Fieset |
Hal 0K Cancal
L
L & Intemet I

Input information for logon

| Cancel

r

TORPP—= )

. |
OYEE
= oA /
® | ogon wehsi

= Add login items

EEA A

Test logon automatically

.

Finish

(2) Auto long website

Open the website , slide finger and pass, then it will logon automatically.

3 Logon item data management

Right click logon item to popup a menu.

BT = )

G 3 fElush |
P7 I

G EE

=04
B [gpos etenits
o Ad Cipen
Add
Edit
Delete
ODGV¥G

Open: Open the website/application according to

12

the logon item.



Add:

Add a new logon item.

Drag the icon to

the application or

//' website you want

Eol to add.

Title |
URL | .
Usemame I
1. Press the left button;
Pasaword I 2. Drag the cursor bo the
window you wank to login ; Get
the current window's title and
LRL
h
[ Advance... l [ Help... l [ QK. l [ Cancel

information about the website/application automatically. See also: Set website or

Add logon item wizard.

Drag the icon to the application or website you want to add, Bioneta will catch the

application logon, Set auto logon website

Edit: Modify logon item data.

&"il n-mhﬂ-—-Hmt

TN
b,:l Bush

Slide Finger

Verify fingerprint

De

ODG WD

Title:

_> URL

Uzername

Pazsword

|http://192. 0. 0. 159/ index3. htn

lete: Delete a logon item.

IV Logon Windows

|Bush

|k [ View Pazsword

| ] 4 | | Cancel |
Modify dialog box

There two ways to set logon windows with fingerprint.

1 By initial setting wizard for a new user.

See also: Initial setting for new user

13



2 By system setting

E ;i.i Elaic e lm—n| . m ] E B N A e o]

.Elush @Eﬁ]
SYaE —
— R

® Logon website
& Add login items

A

)

Click here ,
|| Slide Finger &

0D 5w é / DG YD

Verify fingerprint

Windows Legen |User data file I Bioneta logon lozl

|¥ Windews logon with Finger Print

Windows Username Ixzhx

Windows Pas=word I

Confirm Password I

I~ Auto Start Bioneta

0K I Cancel |

Input user name and password

3 Logon interface

(1) Start computer:

Slide your finger on Bioneta

%

Y,
|

Scanmer to logon windoews. ‘i
Windows is starting up. .. _

Starting up information Verify fingérprint

14



(2) Shut down:

Windows 1s shutting down. ..

(3) Lock computer

(BTONETAS =" [ P

E Bush
ooaE
Lock Deskbop

= 0A ﬁ
Slide your finger on Biometa

® Logon wehsite

i seanner to logon Windows
= Add login iterms & %

QD HV¥D
V Data safe

Click the “Data safe” button in toolbar to enter data safe panel.

le ;ush/ Click here &) Bush

_ ———
CIEIE N
= oA | % ] >
® | ngon website _> :

= Add login items

e F

|| Slide Finger
DIV D DIV ES DGV
Verify fingerprint Data safe

You can drag files(or copy/cut) to data safe and the files will encrypt automatically.
You can also drag out files from data safe and the files will decrypt automatically.

Totally, you can do with the data safe just like with Windows folder.

15



VI Register new user

Click in the Bioneta logon interface to logon register wizard.

T P o
RLugin |
| & =
‘ I —Please select
% Register now
Slide Finger " Learning how to use FpScanner .
Uszer MName
e D | Lo Cance
| |
Select interface
mport |
QGSTECH;

See also: User register
VI User data management

1 Backup user data

c L Bush Windows Logon VUser data file |Bioneta logon logl
,a- p? =] User Information
il '{ Q @ Current User: Buzh
T ick Hame:
=06 _Data Safe
® Logon wehsite _> _> Register Time: 2006-10-18 10-27-35
= Add login iterns
| Click here
/' Slide ang}r Dlelete Current Userl
,@&ﬁﬁi‘g} YA Z R T
Verify fingerprint setting dialog box

2 Import user data

If you had used Bioneta before and back upped user data, you can import the user data.

16



T
Slogn i

e
' Slide Finger

User Mame

Register

I I |
=
oy
=3

Forget ¥

C o D

BasTtecH

3 Modify fingerprint

e ") Bush

~ LA ‘
” 4

= 0

® Logon website
= Add login items

o

YR A

21X
Losks in : [ (5 badkey Ho®feE
jcode!

(=] 101 1. Bk

File mame [ [ open |

Files of type [Dack File (x. Ebk)

j Cancel |

Click here

Prompt LR

Import Successful

—

h ") 'Bush

il ‘Q u

=

\,_\. y
|| Slide Finger = 4

DA A

Verify fingerprint

Madify FpData N

5 |

Y9

tPIease selectthe finger that you want Enrall it

[ ] Registed finger

7/
2

[ cancal H Pravious ”

End

Select finger

17

hadify FpData

Slide leftthumb )

|

Flease slide the same finger at leastthree times
as clear as possible

| Cancel H Previous H End

Enroll




4 View logon log

M_“_} M@_ Hindows Lozonl User data file Bioneta logon log I
Bush ?\ =| Bush Bamete Tagm log Hile
i
e =] T
O L& '
. o —> >
® | agon website
“ Add login iterms -’
View Log |
Click here
/'/ Slide Finger
0 i Y @ - - =
0o sv¥ & oo o v @ |
Verify fingerprint Setting dialog box

VI Attachments

1 Failure Diagnosis

Phenomena

Failure analysis

Fingerprint sensor

cannot be found

<> Check if fingerprint sensor is connected to the port of USB.

< Check if connection of fingerprint sensor is in good condition
and well-connected.

<> Check if drive procedure for fingerprint sensor is installed

Fail to establish

files

< If it’s the same finger to establish files

< Are files established according to “Requirements for fingerprint
placing and pressing”(refer to pages 2, 3)

<> Is the sliding speed too fast or too slow

<> Is there anything on the finger

< Observe fingerprint image to see if the lines are clear and
complete

Fail to recognize

< Is the sliding finger the one used when establishing files

< Are files established according to “requirements for fingerprint
placing and pressing”(refer to pages 2, 3)

< Is the sliding speed too fast or too slow

<> Is there anything on the finger

< Observe fingerprint image to see if the lines are clear and
Complete

18




2 Notice for operation of fingerprint device
Do not use it in liquid or wash it with water;
Keep away from magnetic substances;
Avoid using it under direct sunlight or high temperature;
Avoid scratching it with hard object;
Do not contact it with chemical corrosive solution;

Exert a proper force when pressing the finger

19
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